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Secure Cloud Storage: Customer Guide
Health Information Technology (HIT) is now offering the convenience of Secure Cloud Storage to store,
sync, and share data files for employees of The University of Virginia Health System.

This document includes:
A. An Introduction to the HIT Secure Cloud Storage: 33 Drovbox Y  Sookasa

B. Installation and Account Setup of the Secure Cloud Storage
C. Self-Service Password Reset & Additional Help

D ]
A. An Introduction to the HIT Secure Cloud Storage: A Dt and 2 Sookasa

The Secure Cloud Storage solution consists of two components that work together:

This component provides the actual cloud storage space for your data and file sharing.
You can access your Cloud Storage account via:

Primary Recommended Access Method: The Dropbox and Sookasa Desktop
applications are best for both Health System and non-Health System computers.

< Drophox

Secondary Access Methods at the UVA Medical Center and Remotely
e Viathe Internet:
https://www.dropbox.com
https://www.sookasa.com
e Mobile device applications (IPhone/IPad Application or Android Phone/Tablet
Application)
G Sookasa | This component is an integrated secure enhancement that is accessed as a folder within
your Dropbox Account.
IMPORTANT: Your @ Sookasa folder is a HIPAA Compliant, encrypted folder that is
specifically designed for the storage of all sensitive information, including any Protected
Health Information (PHI) and Personally Identifiable Information (PIl) that you wish to
store in your Secure Cloud Storage Account.
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IMPORTANT: To comply with federal law (such as HIPPA) and Medical Center policies, be sure to store
all sensitive data (including PHI & Pll) in your & Sookasa folder within your EXZEoccount.
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B. Installation and Account Setup of the Secure Cloud Storage Solution
This is a four step process.

Step 1: Creation of your Health System @ S°°kasa Account:

a. Inyour Health System *HS email account, open the @ Sookasa jnvitation email and click on
Join UVa Health System’s team:

UV HealthEystem wants you fo join 115 Sookasy team

noreply i so0ks s, [om >
shad Aw

SO0KASA

HiSec.
LIV HeabnSly $m iviedd o 10 [l £5 Weam 00 Securedy shate fies and foisrs on
Sooii

]
Join Uva HeallhSystem's team
SooiEdy,

The Sockasa Team

b. An Internet browser window will automatically open:

e Verify that your *HS email is correct

e Create a password that satisfies the following requirements:
> At least 1 capital letter
> At least 1 digit
> At least 8 characters

e C(Click Continue

2 Sookasa

¥our email

sectest2@hscmall. mec virginia.edu

€hoose your password
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c. Onthe next screen, complete with your personalized Basic Information and click Continue:

> Sookasa

First Mame*

Last Name®

test] x

Company Name®

UVa HealthSystem

Your @ S00kasa Account has now been created. Please exit out of any further Sookasa
installation screens or software downloads.
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"“’"’“ Account:

a. Inyour *HS email account, open the Invitation email and click on Join Your Team:

T Lavur iy v yoss bz Dropbs Bouren

T ey sk Dot Ao TRt a Lo
i AT 110

L

Han yeur 3 LA HEREN Saiar eTmatet on
Ceaghan Bk

Warap v wale
[

atel » aTrehene

Share eandy wilh srore
il il

b. An Internet browser window will au

tomatically open:

Verify that your *HS email is displayed correctly
Type in your First Name/Last Name & Create a password of your choosing
Check the I agree to the Dropbox terms checkbox & Click on Create Account

37 Deopbo - Dropbos Burir X |

€ [B Oropbon I [U51] hitps:/ /e

we.dropbox.comytear

Welcome to UVA Health
Center's Dropbox Business

Please exit out of any further Dropbox installation screens or software downloads.
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all sensitive data (including PHI & Pll) in yo
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Step 3: Health System Computer Software Installation and Account Login:

IMPORTANT: This installation will require a reboot of your computer. Please save your work
and close all open applications before proceeding.

a. Click on the Windows Icon located at the bottom left corner then type run in the
Search Programs and Files search box:

= Type the name of a program, folder, document, or Internet
— resource, and Windows will open it for you.

Open:  load dropbos -

c. Click OK on the installer window:

Dropbox 3.18.1 and Sookasa 3.20.10 Enterprise Ins... | 29 J

Welcome to the Dropbox 318.1 UVA installer!

Click OK to continue ...

oK |

The Dropbox and Sookasa software will begin installing:

Dropbex 3.18.1 and Sockasa 3.20.10 Enterprise Installer
—

Launching the Dropbox client installer. This should only take a few moments to complete.
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Please wall. WinBatch processing...

-
Dropbox 3.18.1 and Sookasa 3.20.10 Enterprise Installer

Waiting for installers to complete. .

d. Click on Yes to reboot (Remember to save any open work before proceeding):

i B
Dropbox 3.18.1 and Sookasa 3.20.10 Enterprise Installer e

4% It is recommended that you reboot the PC to finish component
¥ installation.
Would you like to reboot at this time?

e. After reboot, verify that the Dropbox and Sookasa software has been installed by clicking on

Windows Icon E/AII Programs:

| Dropbes
4# Dropbax
L. Epie Non-Pred Enviranments
& Eronos
L Maintenance
. Microsaoft Lync
. Microsoft Office
L Microsoft Office 2013 B
Microsaft Silverlight
Microsolt Systerm Center
. Pacs
. Recuva

Soakasa

% Sookasa

& Uninstall Sockasa

L Sartup

L. Symantec Endpeint Protection -
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f. Loginto your Account on your Health System Computer:
o Navigate to the Dropbox Application: Windows Icon /AII Programs/Dropbox

. Drepbos
F Diopbos Website
& Diopbez
& Epic Mo Prod Emdionments
L ¥agnes
b Maimensste
b Microsolt Lyec
K Micraseh Oiffice
k& Microsoft Office 213

1 Back

e Sign into Dropbox with your newly created Logon and Password and select Sign In:

" 43 Dropbox Setup = = |

Sign In

e Click on Open my Dropbox folder

-
%3 Dropbox Setup L= =]

ns
Open my Dropbox folder
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Your Dropbox account now appears as a folder in your Health System computer’s
Windows Explorer:

File Edit View Tools Help

Organize +

Include in library = Share with = Bum

Mew folder
0 Favorites

MName
B Desktop dropbox
16 Downloads

= Get Started with Dropbox.pdf
% Recent Places

22 Dropbox (UVA Health Center)

g. Loginto your e

Sookasa Account on your Health System Computer:

e Navigate to the Sookasa Application: Windows lcon /AII Programs/Sookasa

. Sookasa
@ Sookasa

ﬂ?}l Uninstall Sookasa
| Startup

| Syrantec Endpoint Protection

1 Back

| |Sem'::’= programs and files

B

Sign into Sookasa with your newly created Logon and Password and select Sign In:

G Sookasa

Emal

sectest2@hsemail mee virginia.ec

Fassword

Sign in

Your Sookasa Account appears as a folder within your Dropbox Account in your Health
System computer’s Windows Explorer:

4 .7 Favorites

Narne .
B Desktop o Sookasa
& Downloads dropbox
15l Recent Places &~ Get Started with Dropbox.pdf
£# Dropbox (UVA Health Center)
@ Sookasa
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Step 4. Non-Health System Computer: Software Installation and Account Login:

NOTE: General guidance is below for installation on non-Health System computers (most likely
your personal computer) and is optional. If you require additional specific software installation

assistance, please consult the ‘ and @ Sookasa e, sites or a 3¢ party professional.

a. w Installation & Account Login:

e Download and Install the Dropbox software on your non-HS Computer:
https://www.dropbox.com/install

e Run the newly installed Dropbox application.

e Sign into Dropbox with your newly created Logon and Password and select Sign In:

%5 Drapbex Setup == B

sectestdBhscmsimecmginaedu

b, @ Sookasa |nstallation & Account Login:
e Download and Install the Sookasa software on your non-HS Computer
0 Windows Operating System Installation Software:
http://cloud.sookasa.com/downloads/win

0 Macintosh/Apple Operating System Installation Software
http://cloud.sookasa.com/downloads/mac

e Run the newly installed Sookasa application on your non-HS computer.
e Sign into Sookasa with your newly created Logon and Password & select Sign In:

Sign In to Sookasa

G Sookasa

Ermail
sectest2@hscmail. mec virginia.ed

Password

P
Sign in
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C. Self-Service Password Resets and Additional Help
Dvopbox
Dropbox

1. Self-Service Account Password Reset via ‘Forgot your Password’ link

https://www.dropbox.com

|§ hitps:/ frensrvdropbex.cam/logintsrc=logo O ~ @ Identified by Digi c‘.Hgnmphnx Sign in
it View Favorites Tools Help

‘ Try Dropbox Business

&3 Dropbox

Download the app

Signin

or create an account

] Remember me

Forgot your password?

or

Continue as sectest2 sectest2

Get Dropbox on your desktop — download no

2. Internet Access Logon via a Web Browser
3. Dropbox Application for Mobile Devices

https://www.dropbox.com

IPhone/IPad Apps located in the ITunes/App Store for Self-Installation
Android Phone/Android Tablet Apps located in GooglePlay/Play Store for Self-
Installation
4. General Help: https://www.dropbox.com/help
5.

FAQ Documentation

about the use and many features of Dropbox

e How to Add Files to Dropbox

How to Send large files via a shared link
How to set up a Shared Folder

File Edit View Tools

Review “Get Started with Dropbox.pdf” located in your Dropbox account to learn more

Help
Organizs ~

Include inlibrary »  Sharewith v Burn
3 Favorites

New folder
Name ’
M Desktop

.dropbox
14 Downloads = Get Started with Dropborx.pdf
%] Recent Places

%3 Dropbox (UVA Health Center)
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2 Sookasa

Sookasa

1. Self-Service Account Password Reset via ‘Forgot your Password’ link:
e https://cloud.sookasa.com/accounts/login/

a https//cloud.sookasacom/accounts/lagin/

G Sookasa

Sign in to Sookasa

Email

Password

SiEnin

Create an account

Forgot your password?

2. Internet Access Logon via a Web Browser:
e https://cloud.sookasa.com/accounts/login/

3, @sSookasa Application for Mobile Devices:
e |Phone/IPad Apps located in the ITunes/App Store for Self-Installation
e Android Phone/Android Tablet Apps located in GooglePlay/Play Store for Self-
Installation
4. General Help:
e https://www.sookasa.com/frequently-asked-questions/
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